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Abstract
This paper describes a vulnerability discovered in Linux kernels up to and including 2.0.35 regarding  TCP. It provides background for the vulnerability, a description of the vulnerability, an example  of the problem and describes the changes made to close the vulnerability.

1.Intoduction

Linux is in open-source operating system used heavily in networking.  In 1998, a weakness in the TCP implementation was discovered, a weakness known as Blind TCP Spoofing, which affected all its kernels up through 2.0.35. This paper describes this vulnerability and how it can be solved.

2. Background

Most of the computers in the Internet use the TCP/IP suite to communicate with each other. TCP (Transmission Control Protocol) uses the IP (Internet Protocol), which is a connectionless, unreliable network protocol, to route packets from one computer to another through heterogeneous networks. TCP adds reliable, connection-oriented delivery to applications. 

Reliability is accomplished through two tactics: sequencing and acknowledgement. The sequence number of a TCP segment is the sequence number of the first byte of data, and the acknowledgement number of the header is the sequence number of the last byte of data plus one. 

Reliable exchange  of data requires that the communicating processes establish a connection in a 3-step process, called a 3-way handshake. First, the sender transmits its initial sequence number in a special SYN packet to the receiver, which tells the receiver that this sender wants a connection. This initial packet does not set the ACK flag; it is the only time the ACK flag need not be set. Second, the receiver  responds with it’s own sequence number and acknowledges the senders request (SYN/ACK). Finally, the sender acknowledges the receiver.  Each end of the communication now has the starting sequence number of the other. As data are exchanged, these sequence numbers are used to sequence and acknowledge a particular transmission. Figure 1 illustrates this 3-way handshake.






3. Problem

The purpose of the 3-way handshake is to coordinate the data exchanged on a connection. The vulnerability discovered in Linux kernels up to and including 2.0.35  was that flaws in the TCP implementation allowed a host to feed data to a Linux process and make it look like it came from another source, i.e.,  that remote attackers were able to forge TCP connections without  needing to predict the sequence number. 

There were three parts to the vulnerability[4].

1. Linux incorrectly only verified the acknowledgement number of incoming segments if the ACK flag had been set. 

2. Linux queued data from TCP segments without acknowledgment information prior to the completion of the three-way handshake but after the initial SYN has been acknowledged by the server. 

3. Linux passed data to the application layer upon the receipt of a packet containing the FIN flag regardless of whether a connection has been established.

Three conditions needed to be satisfied in order for the vulnerabilities to be exercised [3]. Let’s label Linux server as A, and an attacker’s host as B, the spoofed host as C. 

1. C must be down (disabled). 

2. A must not be communicating with other computers at the time of the attack.

3. During the attack, no packet sent from B to A can be dropped by a router.

An attacker utilizes the way an invalid acknowledgement sequence number (ack_seq) is handled by Linux before the 3-way handshake establishes the connection. The attacker sends a packet that is supposed to be the third packet of the 3-way handshake. If the ack_seq of that packet is too low, it will be ignored. If the ack_seq of that packet is too high the server will respond with a reset packet. To find out whether a reply packet has been generated or not the ICMP echo request is used. The ICMP echo request is useful because Linux assigns sequential IP ID’s to all outgoing packets. The number of reply packets to the spoof attempt can be calculated by sending an ICMP echo request probe between each spoofed packet. The difference between the ID’s of the ICMP replies will equal the number of reply packets. Therefore, the attacker sends an ICMP echo request, and receives a reply with an id number i. Then, a spoof packet with an ack_seq is sent. Next, another ICMP probe is sent. If the ICMP reply has an id of i+1, it means that the ack_seq of the spoof packet was to low and the target did not respond to it. Otherwise, if the ICMP reply has an id of  i+2, it means that the server responded either because the ack_seq is too high and a reset packet is sent or a correct connection is established. To decide which is true, another spoofed packet is send with a high ack_seq, followed by another ICMP probe[2]. If the difference between the two ID’s was two, then the ack_seq was too high and the connection had not been established. But if the difference was one then the connection had been established and the blind spoof could continue. 

Figure 2 illustrates this process.














4. Solution

The solution to this problem was to correct the errors listed in section 2. The TCP implementation (1) needed to check that sequence number of all TCP packets except the initial SYN connection request; (2) throw away data sent before completion of the 3-way handshake; and (3) not pass bad data to applications when a connection was not present. These changes were made in Linux kernel version 2.0.36; older versions of the kernel should be updated.
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Figure 2: using the ICMP echo request to attack Linux Server
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